
 

Product Bulletin – Heartbleed 

Issue 
OpenSSL 1.0.1 contains a vulnerability that could disclose sensitive private information 
to an attacker. This vulnerability is commonly referred to as "heartbleed." 
 

Description 
OpenSSL versions 1.0.1 (released on March 14, 2012) through 1.0.1f contain a 
security bug in how the TLS/DTLS heartbeat functionality (RFC6520) is implemented. 
The bug relates to a memory error that can be used to expose up to 64 KB of an 
application’s memory per heartbeat.  
 

Per Wikipedia: 
The heartbleed bug is exploited by sending a malformed heartbeat 
request with a small payload and large length field to the server in 
order to elicit the server's response permitting attackers to read up to 
64 kilobytes of server memory that was likely to have been used 
previously by SSL. Where a Heartbeat Request might ask the server 
to "send back the four-letter word 'bird,'" resulting in a server 
response of "bird," a malicious Heartbleed Request of "send back the 
500-letter word 'hat'" would cause the server to return "hat" followed 
by whatever 497 characters the server happened to have in active 
memory. Attackers in this way could receive sensitive data, 
compromising the security of the server and its users.  

 

The sensitive information that may be retrieved using this vulnerability include: 

 Primary key material (secret keys) 

 Secondary key material (user names and passwords used by vulnerable 
services) 

 Protected content (sensitive data used by vulnerable services) 

 Collateral (memory addresses and content that can be leveraged to bypass 
exploit mitigations) 

 The OpenSSL 1.0.1g release fixes this bug. That version was released on April 
7, 2014. Additional information is available at http://heartbleed.com. 
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Impact on Your ScaleArc Deployment 

Bottom Line: 
If you have used the ISO build provided by ScaleArc to install the ScaleArc software, 
and you have not performed a "yum update," then you will not have a vulnerable 
OpenSSL library. If you or a service provider hosting ScaleArc installed a newer 
version of the OpenSSL libraries prior to April 8, 2014, then you need to upgrade using 
"yum update" to further update your image. 
 

Details: 
ScaleArc ISO builds to date use the OpenSSL 1.0.0-fips version, which predates the 
vulnerability for Heartbleed. Your systems may have another version of OpenSSL 
present, however, if you: 

 performed a "yum update"  

 used a ScaleArc RPM build on top of a third-party-managed CentOS image 

To verify the exact version of OpenSSL present on any CentOS (or ScaleArc system) 
you can use the command "rpm -q openssl" – it should report something similar to the 
following: 
# rpm -q openssl 
openssl-1.0.0-27.el6_4.2.x86_64 
 
If the version of OpenSSL is listed as 1.0.1, yet is lower than 1.0.1e-16.el6_5.4.0.1, 
then you are likely vulnerable.  
 
If the ScaleArc software is running in a hosted environment on top of a base image 
from a service provider, please contact that provider for instructions on how to upgrade 
your OpenSSL environment. 
 
For those of you running ScaleArc on systems that have been upgraded to CentOS 6.5 
(via "yum upgrade"), please re-issue the yum upgrade command and reboot to ensure 
you are using the most updated version of OpenSSL and other libraries. This process 
should install an OpenSSL library equal to or greater than openssl-1.0.1e-16.el6_5.7. 
You should then have ScaleArc management users change their passwords on the 
ScaleArc system. 
 

For More Information 
Contact ScaleArc support at 1-855-800-7225. 
See the latest information on http://heartbleed.com. 
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